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Introduction

The 21st century has been marked by increasing globalization and technological
development, driven by digitalization. We have established a global marketplace that facilitates
trade networks and fosters interdependence among nations. However, this era of human progress
has been defined by a culture of consumerism and materialism, which fuels anthropocentric
environmental destruction and societal harm. While modern science has provided us with tools to
advance, it often overlooks the long-term consequences for both our well-being and the planet.
The modern science ontological notion of humanity's dominion over the Earth, though framed as
economic progress, paradoxically leads to greater destruction. This not only diminishes our
reciprocal relationship with nature but also undermines the interconnectedness of the social,

political, and environmental systems that sustain life.

The digital revolution has enabled the creation of transnational communication networks,
now embedded within the economic, political, and social systems that shape our everyday lives.
These technologies expand global dialogue and promote collective awareness of current events.
However, they also introduce significant social risks. Within the global capitalist framework,
information has been commodified, bought, and sold through digital media, leading to competing
narratives and fragmented truths. The constant flow of instantaneous information has resulted in
an overwhelming "information overload™ that is often difficult to process in a meaningful,
contextual way. This overload can be manipulated by the mass media to spread propaganda and
advertisements, using information as a political, economic, and ideological tool to shape public

perception.



This paper will examine the cybernetic paradigm of knowledge and its possible use in the
political and social realities of today. Drawing on systems theory, | will challenge the modern
scientific ontological view of our relationship with the environment, emphasizing the importance
of understanding the circular causal relationships within systems, rather than the linear models
often presented by modern science. By adopting a systems theory perspective, | aim to reframe
political and social conflict as systemic relationships between multiple actors within a complex
environment and systems. For a system to function effectively and maintain homeostasis, a
negative feedback loop must exist—one that allows for the exchange of information and

encourages mutual adjustment among all components.

With the increasing use of digital media, global conflicts are increasingly broadcast for
profit by mass media networks. Often, these networks portray conflict in a simplistic, linear-
cause and effect—Ilike a sports game in which viewers must choose sides. This approach fosters
polarization and shapes global narratives in a way that undermines the complexity and local
realities of the conflict. As a result, it hinders a deeper understanding of the issues at hand,

obstructing pathways to peaceful resolution.

The first chapter of this paper will use the theories of Norbert Wiener, M.H Murdy,
Andrew Pickering, Francisco Varela, and N. Katherine Hayles to introduce key cybernetic
terminology and systems theory, focusing on the relationship between the “system” and the
“environment” through both first- and second-order cybernetics. | will introduce the autopoietic
nature of organic systems and emphasize the importance of feedback loops in maintaining
balance between systems and their environments. These feedback loops help continuously

regenerate the system's equilibrium through the transmission of information that is sent,



received, and processed between the system and its environment, as well as between actors
within the system. The specific forms of information exchanged between actors and their
environment are vital for the system's survival. Any disruption in this flow can lead to erosion

and, if unresolved, may eventually cause the system to reach a breaking point.

The second chapter of my thesis will discuss information theory within cybernetics and
its relevance to society. | will use Norbert Wiener’s theory on information and McLuhan’s
“Global Village” to examine how communication between human beings is parallel to the
functionality of the receiving and sending of messages within machines; and that over time the
advancements of modern technologies and the growing interdependence between humans and
machines will have an important effect on our social systems. It will discuss how information
and control are interlinked and that both can be used for facilitating dialogue and stability within
systems but also can lead to exploitation and manipulation of human beings.

The third chapter of my thesis will discuss Niklas Luhmann’s theory on social systems
and their interrelationship with Mass Media. With the massive-use of digital technologies in all
aspects of life, having an influential change on our social, political, and economic structures of
society. The spreading of information through digital technologies has allowed for information
to be bought and sold by companies in the global market as advertisement and propaganda. 1 will
argue that the use of information as a commodity leads to narratives that are picked up by the
masses on a global scale, undermining local realities and complex dynamics. The
commodification of information by mass media has negative consequences on the narratives
used to explain political and social conflicts, increasing polarization and social tensions across

the world.



The concluding chapter will be used as a case-study analysis on the current Israel-Hamas
War, implementing the theoretical framework for systems theory and information, into a
conceptual understanding of the war and its developments. Finally, this chapter will show how
systems theory and the concept of feedback loops offer a more comprehensive way of
understanding the Israel-Hamas conflict, providing insights that challenge the linear,
oversimplified narratives often presented in the media, and by the polarization of sides.

It will be divided into two parts: 1) The systemic relationships between the various
actors, systems, and subsystems within the war- as well as the feedback loops present in their
dynamics and 2) The role of information and Mass Media within the conflict; and how
information is used as a means of control by both Hamas and Israeli Prime Minister Benjamin

Netanyahu to fuel polarization and manipulate local and global systems.

I will show that both Hamas and Benjamin Netanyahu act in linear causality, prompting
self-destruction to their own peoples, while using information to fuel the cycle of violence for
their own political gains. By presenting a linear narrative, the media also perpetuates a cycle of
division and conflict, failing to recognize the possibility of negative feedback and mutual
adjustments that could bring about peace. Despite the desire for change from many ordinary
citizens on both sides, the absence of circular causality—where actors recognize their mutual

influence and adjust accordingly—nhas allowed the cycle of violence to continue.

| aim to highlight that by recognizing the circular, interdependent relationships between
the various actors, as well as the role of information in perpetuating or resolving conflict, this
thesis offers a new perspective on how we can approach conflict resolution in a more

constructive and sustainable way. The challenge lies not only in addressing the immediate



grievances of both sides but also in rethinking the systems of power and information that shape
this conflict, both locally and internationally. Only by acknowledging the complexity of these
interconnected systems can we hope to move toward a resolution where actors recognize that

their actions contribute to a cycle of self-destruction.

| seek to demonstrate the possibility of coexistence and underscore the urgent need for
change. It is crucial for observers to engage with local narratives, rather than those constructed
and propagated by Mass Media. The individuals directly affected by the conflict deserve to be at
the center of the narrative, not simply instrumentalized to reinforce the power of central

dominant structures.



Chapter One: Introducing Cybernetic Terminology and
Systems Thinking

An Introduction to First Order Cybernetics

Cybernetics is a term first used by Norbert Wiener (1947) to define a science that
“explores the study of what in human context is sometimes loosely described as thinking and in
engineering known as control and communication” (Wiener, pg.14). In his essay, Cybernetics
(1949) Wiener attempts to develop a theory that expands on the “entire field of control and
communication in machines and living organisms” by combining the common elements in the
functions of both automatic machines and the human nervous system (Wiener, pg.14). Wiener
notes that the human brain and the mechanisms of the nervous system are closely tied to the
functions of those of a machine, both receiving and generating information for the functionality
of the whole body. Like a computer or machine that processes information and reuses it to create
new functions, the nervous system acts upon the signals received from outside in a circular
process that enters the muscles from the nervous system and back into the nervous system
through the senses and organs.

This circular process of information within the nervous system is defined by Wiener as
“feedback loops” which allow for the regulation of the function of circular processes of
information. Rather than a function being described as a linear cause and effect, the feedback
loop creates a system of “circular causality” in which an effect is turned into a cause (called
effector). These feedback loops within the human organism and nervous system allow for the

automatization of the body like a machine, that uses the signals from all the various parts of the



body — and from external stimuli - to maintain an equilibrium and successful function of the
body’s different systems for the survival of the whole. Our bodies automatically adapt
themselves to the feedback and regulate our movements according to their performance. These
behaviors performed by the body are controlled by the messages sent back to the source of power
(the nervous system) and then used to regulate any deviation that may have occurred from the
intended aim. This method is used in all living organisms to maintain homeostasis or self-
regulation within, and to balance the system and its environment for survival.

The idea of the “feedback system” was further developed by Pierre De Latil in his book
Thinking by The Machine (1957) defining it as: “a device which makes an effect act back on one
of its causes, thus enabling this effect to carry out its given aim” (De Latil, pg.7). He explains
that the “difference between the real and the ideal effect are transformed into energy which is fed
back into the mechanism and tends to cancel out the original differences which set the system in
motion” (De Latil, pg.7). In fact, the transfer of information cannot take place without the
transfer of energy and the entropic loss of free energy in the process. In this entropic process of
increased disorder, retroaction is built through the feedback system which allows the system to
withstand the mounting disorder, thus stabilizing itself, though deviating from, or cancelling its
previous conditions. In this process the effect thus becomes the effector, acting in circular
causality in which it is turned into a cause. Through this process, the deviation within the system,
which we will call “error,” corrects itself. The existence of feedback in living organisms that
allows for self-correction of errors, can be seen in basic examples such as the automatic
regulation of body temperature, the regulation of pH in the blood and the actions of the immune

system.



In feedback systems, there is a mutual causal interaction between the environment
(nature) and organisms within their ecosystems created by the bi-lateral sharing of information
between them and their environment's organization. Actor and environment both mutually
change each other through their constant interaction within their system. In the relationship
between living organisms and the environment, we can classify feedback systems as either
negative or positive. Negative feedback is one that allows for the regulation of energy within the
transfer and processing of information. It uses the disturbing factors present within the
environment and establishes a correcting factor to maintain an internal equilibrium within the
system. Through negative feedback the system can maintain its own existence and becomes self-
regulating through the controlled balance of energy. Positive feedback on the other hand is a
processing of information that causes the amplification of energy to the point of chaos. It does
not enforce a stabilizing factor in the system but rather causes a chain of reactions that may
destroy it rather than correcting disequilibrium.

In nature, organisms constantly modify themselves and the environment to withstand the
stressors in their environment over time; and this is specifically seen in the process of evolution
of all living beings. There is a process of recycle and renewal in nature through the negative
feedback loops; wherever there is death (or the loss of energy) there is always a process that re-
generates the environment and counters what is lost. An example of this is the cycle of
prey/predator, in which an overabundance of the one cause its own diminution (lacking enough
prey) and vice versa. In positive feedback this process causes the effect to become an effector
that destroys either the environment or the organism. An example of this is seen in overfishing
and the depletion of oceanic resources; or in the spread of invasive species which consume more

than the environment can produce without allowing it to reproduce itself at a rate that allows for



stabilization. We see this positive feedback loop as the effector of the tragedy of the commons in
an environment. The overconsumption of resources occurs when self-regulation of one system
causes positive feedback loops in other systems. By doing so, resources within the environment
are depleted and insufficient for the survival of the whole, which consequently then also leads to

the destruction of the order within the system.

Modern Science View: Linear Causality and Modern Science Ontology
versus Cybernetic Ontology and Reciprocal Systemic Causality

As humans, we are part of nature, and nature is our immediate surroundings made of
other systems and other organisms. But Modern Science has given us an epistemological method
through which we can know our environment, a method that separates knowers from knowable
objects allegedly placed in the material world, as observers outside it rather than being an
inherent part of it. This epistemology relies on an ontology that sees the world as one that we can
dominate and control through our representation thereof. However, this view ignores and
discards systemic relationships with the environment and the information processes that occur
over time through our interactions with nature as actors within it.

One of the ideas that comes with the idioms of Modern Science Ontology is
Anthropocentrism. It states that man is above all other organisms in nature, to the extent that
humans have placed themselves outside of nature in dominion of it rather than as actors having a
reciprocal relationship with it. By framing nature and the world as knowable and as representable
through the methods and theories of Modern Science, humans historically have come to think of
themselves as “dominating nature,” and only a few consider how this domination can retroact as

an effect on humans as actors within their environment. In his essay, Anthropocentrism: A
10



Modern Version (1975), W.H Murdy discusses the implications of anthropocentrism: that with
human evolution (whether being social, cultural, or scientific), “the capacity of man to affect the
environment beyond himself is evolutionary, emergent, continuous with the much more limited
ability of other organisms to affect the environment beyond themselves” and lends support to the
idea of Modern Science that humans are to be valued more than the environment in which it is
present because they are able to alter the environment more than any other species (Murdy, pg.
1168). These “advancements” have enabled humans to modify their environments beyond
themselves or their own interest to what we would call “the tragedy of the commons” through
our anthropocentric evolution. The tragedy of the commons is when individuals with access to a
public resource (referred to as common) tend to act in self-interest and deplete the resource
without considering others who also have access to these resources. In this case, the biggest
accessible “common” is nature and its environments, which consist of finite resources that
humans over-consume to the point of destruction. Of course, we must use the resources within
nature to live and thrive, but it is this precise relationship created by Modern Science between
humans and nature, that places us outside of nature rather than inside of it; we do not consider
how much we are exploiting and overconsuming, in relation to ourselves as part of the
environment. Paradoxically, Modern Science Ontology, by placing humans as the apex species
within nature, or as autonomous agents of decision, and asserting their domination and
consumption of resources for their own “survival,” only deteriorates nature and may lead to
humans' own destruction.

When Modern Science Ontology explains our relationship with the world as knowable
and representable, it teaches humans to view the world as a linear cause-and-effect structure in

which we act in positive feedback of over-consumption. There is an “unlimited growth of human

11



numbers and human activities within the earth's limited ecosystem” which is the root of our
ecological problems (Murdy, pg. 1172). Modern Science and its view of human evolution fails to
understand our “relationship to the greater wholes - society and nature, and personal
identification with the greater wholes is essential to the discovery of our own wholeness”
(Murdy, pg.1172). If we are outside of nature, and we can know nature through our
representation of it, we tend to explain everything that occurs in the world as a linear cause and
effect. However, there is so much of nature that is unexplainable through the representations of
science. Systems are not always linear, they are mostly “non-linear”’- making them exceedingly
complex. These systems are “so complex that we can never fully grasp them representationally
and that change in time so that present knowledge is anyway no guarantee of future behavior”
(Pickering, pg. 23). Since Modern Science cannot explain all systems within the world and their
mechanisms, humans mislead themselves that they could view nature as only representable.
Instead, humans should see themselves as being in a reciprocal relationship with nature through
the processing of information between them and their environments. We are not actually acting
through the idea of linear cause and effect, but rather as actors within an environment that are
both affected and effected upon each other continuously.

In contrast, in his book The Cybernetic Brain (2010) Andrew Pickering offers what he
calls a non-modern ontology: a cybernetic ontology which does not separate humans from the
material world but rather views them as experiencing “reciprocal coupling” between “people and
things” through mutual interactions, rather than one (mostly humans) dominating over the other
(the environment). Pickering states: “We are indeed enveloped by lively systems that act and

react to our doings, ranging from our fellow humans through plants and animals to machines and

12



inanimate matter, and one can readily reverse the order of this list and say that inanimate matter
is itself also enveloped by lively systems, some human but most nonhuman” (Pickering, pg.20).

The Modern Science view does not consider the performative engagement with the
world; we are not only representing it through science, but constantly in performance with it. The
idea of “control” as used in Modern Science to explain our relationship with the world is
overcome in Cybernetic Ontology by a vision of the world as a place of continuing interlinked
performances. He calls this process an Ontological Theater (Pickering, pg.33). In this view the
world is unpredictable, as effects are being turned into causes through the contingent interlinkage
between humans and their environment. Pickering describes Cybernetic Ontology as Black Box
Ontology in which we are navigating through the unknown via performance rather than
representation. Black Boxes in physics or cognitive science describe systems whose internal
structure is unknown and only their external actions (input and output) are visible. In a similar
vein we are constantly encountered with unknown variables that modern science fails to fully
explain. But differently from physics, when humans encounter Black Boxes, we retroact in
feedback loops to the unknown, turning every discovery we make into an invention. This is
because we are acting upon systems that are not fully knowable, and therefore we must act in
performance to test our ability or probe our ability to cope with it. We anticipate certain effects
and constantly modify our organization through our actions depending on the environment. Our
performance defines the environment as we act upon it, and because the environment acts in
ways that are impossible to fully anticipate at times, we must modify ourselves by inventing
strategies or technologies to survive these changes, in a reciprocal manner.

Our anthropocentric evolution through our linear causal relationship with our

environments has led to the establishment of a positive feedback relationship in which “we failed

13



to recognize the essential interrelatedness of all things” (Murdy, pg.1168). The view of
Cybernetic Ontology shifts the way Modern Science has taught humans how to view themselves
in relation to the world, from being outside detached observers to being in the world and part of
the systemic processes that make up the environment rather than outside of it. Pickering’s aligns
with second-order cybernetics, which I will introduce now: once humans are seen as observers
inside the system, they can also observe themselves through their internal relationships as well as
their relationships with the environment. In this way, humans may be able to change their
placement within nature, as Modern Science has positioned them: once we start looking at the
world through cybernetic lenses we can realize that we are in fact, “essential elements of a
meaningful whole and our individual acts are vitally significant to the self-actualization of the

process of human evolution” as well as the state of our environment (Murdy, pg.1172).

Autopoiesis as an Introduction to Second Order Cybernetics

All living systems can be defined as homeostatic organisms, self-making through their
internal self-organization, altered through a circular causal relationship between themselves and
their environment. A living organism (or living system) makes itself into an entity distinct from
its environment, through the mechanisms of self-identification and its mode of relationship with
the world. These systems resist the chaos of their external environment through their self-
organization and are regenerating through a process called autopoiesis. Autopoiesis can be

defined in the words of Varela:

An autopoietic system is organized (defined as unity) as a network of production

(synthesis and destruction) of components such that these:
14



(i) continuously regenerate and realize the network that produces them

and

(ii) constitute the system as a distinguishable unity in which they exist.

(Varela, pg.175)

In his essay: Organism, Cognitive Science and the Emergence of the Selfless Selves (1991)
Francisco J. Varela describes autopoiesis as an “attempt to capture the mechanism or process that
generates the identity of the living, and thus to serve as a categorical distinction of the living
from the non-living™ (Varela, pg.175). This is to note that a self-generating system will maintain
its distinct entity if it is able to maintain its own systems processes in the face of deviations or
perturbations. Autopoiesis is a prime example of such dialectics between the local components
and the global wholes of a system, which are linked together in reciprocal relation through the
requirement of the construction of an entity. There is a constant re-entry of information between
the living system and its environment which changes its self-organization to withstand the
environment it is in. The information received however from the living systems as observers of
themselves in their environments is from a perspective created on base of their self-organization.

Humans as living systems create their perspective from inside their system: we know of it
what we make of it.

According to N. Katherine Hayles in her book: How We Became Post Human (1999),
autopoiesis, as introduced by Varela, is the foundation of Second Order Cybernetics: in which
the observer of the systems constitutes himself as a system to be observed (Hayles, pg.10). The
one and only goal of systems is to continually reproduce and produce the organization that
defines them as systems, which is the self-making process in autopoiesis. In this case the notion

of feedback loops within the observer as a system being observed changes: the loop no longer

15



functions to connect a system to its environment, but the environment triggers changes
determined by the system's own self-organization (Hayles, pg.11). The connection between
system and environment becomes one based on mutually constitutive interaction between the
components of a system rather than just the sending and receiving of information (Hayles,
pg.11). The way humans view the world and themselves within the world is based on this
interaction in which the information is received from the environment, then acted upon and re-
enters the human in a way that that is limited to only what our systemic organization allows us to
see. An external environment is defined from the self-organization of the system as a separate
entity from the system it is a part of, which allows us to place ourselves as observers that can be
observed.

The autopoietic nature of systems results in a form of knowledge of the environment that
is self-referential and aimed at the survival of the system itself. Therefore, the environment is

considered through feedback mechanisms.
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Chapter Two: Information in Cybernetics and Society

The following sections will focus on information as discussed in both Norbert Wiener’s
theory of cybernetics and Marshall McLuhan's concept of medium. It will examine how
communication between human beings is parallel to the functionality of the receiving and
sending of messages within machines; and that over time the advancements of modern
technologies and the growing interdependence between humans and machines will have an
important effect on our social systems. It will discuss how information and control are
interlinked and that both can be used for facilitating dialogue and stability within systems but

also can lead to exploitation and manipulation of human beings.

Introduction to Information in Cybernetics

In his book the Human Use of Human Beings (1950), Norbert Wiener describes
information as: “the name for the content of what is exchanged with the outer world as we adjust
to it and make out adjustments felt upon it” (Wiener, pg. 124). The “content” is the series of
messages that are sent or received through sense organs and translated into action. Information in
a system (whether mechanical or biological) is the organization of messages to maintain stability
within the system in relation to the environment. The sending and receiving of messages are
done by a mechanism that Wiener refers to as “feedback loops” that, as we said, create a cyclical
process where the output of a system is fed back as an input for future actions. A basic example
of a feedback loop is a thermostat-controlled heating system, which uses the environment’s

temperature to regulate the heating: when the room is below the desired temperature, the heater

17/



turns on and when it is above the temperature it turns off in circular process to maintain a

constant condition.

Wiener claims that the “operation of the living individual and the operation of some of the
newer communication machines are precisely parallel, as both have a special apparatus for
collecting information from the outer world through sensory receptors as one stage in their cycle
of operation. The information is turned into a new form available for the further stages of
performance. In both the animal and machine, this performance is made effective on the outer
world. In both, their performed action on the outer world, and not merely their intended action, is

reported back to the central regulatory apparatus” (Wiener, pg.15).

We are in an interrelationship with our environments through automation created by the
reciprocal feedback. As we said, in humans the receiving of messages or information is done
using sense organs that transmit the information of the outer world to the central nervous system.
This is a similar case within machines that use receptors for messages from outside their
systematic makeup. Information science described within computational machines can be
defined as an “input”- the combination of data that is introduced, and then the “output”- which is
the effect on the outer world (Wiener, pg.11). The processes of “input” and “output” are found
within any feedback loop system both in machines that have sense receptors and human beings.
Wiener built a cybernetic machine he called Palomilla, a phototropic robot that receives
information from the environment and retroacts on it. It was aimed at showing how the brain
works. Now processes of input and outputs are programmed into machines through algorithms or
data transmission and technologies process information through increasing automation. An
example of this is how Al as an algorithm is meant to find the output by itself. However,

Palomilla represented the first attempt to show the parallel between humans and machines in the
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processing of information and its consequences on the way information can be used in human

affairs.

The Mechanism of Communication: Control, Entropy and Feedback

Weiner’s approach to the role of information in human behavior is correlated to the concept
of entropy as described in physics as the Second Law of Thermodynamics. The Second Law of
Thermodynamic asserts that a system may lose order and regularity spontaneously, but that it
practically never gains it (Wiener, pg. 7). Entropy can be defined as a disorder within a system
that happens with the loss of energy consequent and proportional to the amount of work.
According to Wiener, the notion of information has proved to be subject to a similar law - that is,
a message can lose order spontaneously in the act of transmission but cannot gain it. An example
of this is telephones (or cellphones now) need to eliminate noise to transmit messages from each
end of the transmission (Wiener, pg. 7). But, with feedback systems which are created through
the processing of information between actors and their environment as discussed in Chapter One,
information can be used to facilitate stabilization within a system that withstands the challenges

of the environment (noise) and can be a means of control on the entropy.

Such control can have positive as well as negative consequences, as we shall see below. In
this framework, “control” is simply sending messages, which effectively changes behavior. For
example: if the thermostat records that a room is too warm, and turns off the oil burner, the
message may be said to be a method of control of the oil burner through information from the
thermostat (Wiener, pg.8). Similarly in everyday human interaction we see the effects of

information as a means of control: a teacher restoring silence in front of a rowdy class; a mother

19



can calm her child's tantrum by promising a treat. Wiener acknowledges the dual nature of

information as both a tool for avoiding loss of energy and a means of control.

But the notion of control is essential to the mechanism of communication as maintaining
the functionality of the system’s organization. In this sense, control is not linear, it becomes
circular: from sender to recipient and distributed through feedback mechanisms. Feedback loops
are critical for maintaining control and order in dynamic environments. They allow systems to
adjust to the recipient based on the information received, to keep stability and adaptability. In
living organisms, for example, the nervous system exemplifies a complex feedback network that
transmits, receives, and adjusts information to maintain homeostasis. Similarly, in human
society, networks of communication are pivotal to sustaining organized structures and ensuring
social stability. An example of this can be seen in voting within democracies or civil society.

However, while information is essential for communication and cooperation, it can also be
exploited for manipulation. This manipulation can occur when “all orders come from above and
none return; the human beings under them are reduced to the level of effectors for a supposedly
higher nervous system” (Wiener, pg.16). In the respect Wiener criticizes Fascism, Men in
Business, and Governments for using information to control the masses for the success of the
central apparatus of the system. In these systems, rather than there being a reciprocal flow of
information through feedback loops, information is only sent to effectively control the actions of
individuals. For example, in totalitarian regimes or dictatorships, information is a means of
control using force and power to maintain the “stability” of the regime. Although the system of
dictatorship remains “stable” the ethical implications of reducing citizens to use them as sources
of power for the state is dehumanizing as well as self-destructing. A system based on the

centralization of control does not account for the civilians that the state should be working
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for/with. This dual reality of “control” in information is often overlooked in society, but
something that can be dangerous when used the wrong way to manipulate human beings. In the
next section, we will see how information is crucial to society and its functionality and the

dangers it can pose to the stability between actors and social systems.

From Individual Humans to Society and Back Again. The Ambivalent Role of
Information

Society as an environment is contingent upon the exchange of information between all the
actors involved. In describing the human interaction within society through communication
systems and feedback loops with the outer world, Wiener claims society can be understood
through: “the study of messages and the communication facilities which belong to it; and that in
the future development of these messages and communication facilities, messages between man
and machine, between machine and man, and between machine and machine, are destined to
play an ever-increasing part” (Wiener, pg.9).

As he envisaged, today we see ourselves and society increasingly intertwined with
informational technology and digital machines. But the dissemination of information in the 21st
Century is no longer dominated by the printing press, analog newspapers, or intellectual figures
but through digital communication technologies that create a global network. The proliferation of
information in this network is almost instantaneous, and this fast-paced process makes
information even more important, as information, according to Weiner, is supposed to restore
stability between the system and its contingent environment: the environment changes and the

system must adapt to these changes by respectively changing the environment. Through

21



feedback loops, information can mitigate the system's tendency to over- or under-react by
organizing a system and enhancing its functionality. It is true that his process underscores the
crucial role of information in maintaining order and efficiency, revealing how information can
counteract entropy.

However, in the 21st Century global capitalistic market, information has become a
commodity: “the fate of information in the typically American world is to become something
with a price which can be bought or sold” (Wiener, pg.125). Wiener argues that making
information a commodity to be sold in the open market leads to its mistreatment and
misunderstanding. He explains that information is not a good commodity, if we consider the
theory of energy in information that we have discussed above through the Second Law of
Thermodynamics: the loss of energy cannot be conserved within a system; and similarly, a
message will lose its meaning through the process of transmission. However, information losing
meaning through transmission cannot be stored and maintain its same value in a rapidly changing
and contingent world and that is why we must constantly create and transmit information at a
rapid pace causing instability and unreliability. What was written yesterday is forgotten; every
day new information is given to feed the market for information.

Treating information as a commodity through digital media has now led to its misuse, when
it is given value as an economic asset rather than as a tool for stabilization. Information, rather
than restoring balance and maintaining stability within systems, is used as a tool for the
manipulation and control of the masses, whether it be through advertisement, propaganda, or
biased truths. The rapid flow of information forces humans to adapt at a rate that is excessively
accelerated to prior communication systems, leading to something Wiener refers to as

“information overflow.” This information overflow leads to the need for rapid processing and
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response which can then lead to a structural imbalance in traditional processes of adjustments
within individuals and social systems. Wiener warned that the automation of information
machines will increasingly affect the structures of our social and political systems, and if
information is not used correctly can potentially lead to these technologies overpassing human

control of it that will have profound consequences on our human interactions and systems.

The Global Village

The following section will explain how information technologies and mass communication
systems have modified the media through which humans receive and transmit information within
their social systems. Tying to Norbert Wiener’s idea that over time machines will play a
dominant role within society and in our communication, Marshall McLuhan looks at information
in the context of globalization and the consequences of the creation of “electric technologies.”
The use of “electric technologies™ has affected all parts of life and will continue to do so through
what now is called the digital age. McLuhan claims, “electric technologies” and the
implementation of them in the economic, social, and political systems will have profound
consequences on the way information will alter humanity.

In his book Understanding Media- The Extensions of Man (1964), Marshall McLuhan
foresees the implications of the creation of “electric technologies”. McLuhan is writing this when
the Television emerged, an example of an electric technology placed in homes and private
places. He argues that these technologies extend our central nervous systems in a global embrace
in which we are interconnected at all scales (McLuhan, pg.5). McLuhan argues that the message

coming from these modern technologies is not in their content. Rather, the medium itself is the
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message (McLuhan, pg.9). An example of this is the publicity of products: the way commodities
are presented has a stronger impact on the value of the commodity itself. The nature of the
medium itself becomes the force that shapes and alters human perception and social structures
and action rather than the content it produces. McLuhan further writes: “the personal and social
consequences of any medium results from the new scale that is introduced into our affairs by any
new technology” (McLuhan, pg.9). The personal and social consequences of the introduction of
any modern technology into human affairs are an effect of the medium becoming an extension of
ourselves. When the medium becomes an extension of our body and senses it alters not just
ourselves but also the environments we operate and interact in, as we see below.

With the creation of electronic technology and now digitalization, these media have
allowed for the processing of information on a globalized scale and now the world is
interconnected through mass communication systems that transcend boundaries. What started
with a TV set at home which brought the world into the living room, has culminated into a
digital reality in which there is no separation of these technologies from the private lives of
people, places, education, and politics. Digitalization has allowed for the expansion of our sense
perception at an accelerated pace to all parts of the world and in consequence altered our
environments to become even more interconnected through global networks. The illusion of a
boundless environment has created the idea that our bodies can also be transferred to all parts of
the world, and digital technologies have not only expanded our interactions but also our
knowledge of the world. In reality, we cannot be physically transported through these media;
only in our sensory understanding of ourselves and the world which creates an illusion that the
information we gain from these boundless media is enough to know what is happening miles

away from where we are physically. The interconnectedness of the global communication system
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has also created a global consciousness in which now we must all participate in everything that
happens around the world. With the implementation of these technologies at an intimate level
with our private affairs, the media has caused the meshing of private and public affairs. Private
life has now become public and vice versa - from posting our lives on social media for the entire
world to see to consuming information broadcasted about the external world at a constant pace.
The media produce realities that have feedback on behavior and effects on social and political
decisions. A paramount example is Brexit, in which The Sun and Daily Mail replaced empirical
evidence and led to a referendum to leave the European Union.

With digitalization, information has become a commodity, a product to be sold by media
outlets in the global market, whether it is news channels, social media algorithms, or political
propaganda. By making information a product, the market has given the medium the power as a
system to choose the narrative of the information being sold, as well as what events it should
present to the world. News Outlets and digital information platforms do not generate every event
that occurs but rather only the ones that will have the most influence on those receiving the
information and create the greatest engagement. McLuhan claims commodities themselves
assume more and more the character of information as the “print technology created the public,
and electric technology created the mass” (McLuhan, pg.45); and the mass can be controlled
though information commodity. This has led to the mistreatment and misuse of information that
now has the power to manipulate individuals through propaganda, advertisements, and political
ideologies.

The “Mass Media” as the new form of information has altered our social affairs and has
transformed our environment into what McLuhan calls “The Global Village.” In the “Global

Village” information is instantly accessible, breaking down cultural barriers and a total

25



involvement of a simultaneous happening between peoples. Digitalization has allowed for the
simultaneous access of information around the world to a diversified audience that creates a
“global consciousness” in which we must participate. McLuhan argues that modern media
demands more from audiences, blurring the line between creator and consumer. The reader’s role
becomes active, not passive, mirroring the evolving relationship between audiences and media in

the digital age. He outlines this insight through what he calls Cold and Hot Media.

Hot Media is “high definition” media that is filled with a lot of visual information and does
not require a lot of participation from the audience to understand the content. Cold Media on the
other hand is “low definition” that holds little information and much of the meaning must be
filled by the receiver of the information (McLuhan, pg. 30). Digital Media- such as cellphones,
computers, cameras, pagers can be classified as Cold Media which demands more from
audiences because of the instant speed and rate the information is being transmitted and received,
as well as the expanded and decentralized environment it works in. Every day we have new
information that is not always related to the previous information that has been sold. Much of the
information produced through the digital media is overproduced and over consumed for the
purpose of the capitalistic global market. The expansion of the environment into a boundless
digital medium and the constant spreading of new information has allowed for media outlets to
control the audiences and “program the emotional climate of human beings in the same way we
can maintain the equilibrium in the commercial economies of the world” (McLuhan, pg. 36).

Today information is misused as a capitalistic goal and misunderstood through the
narratives the digital media create. However cold these media are, and require the interpretation
of the audience, people have become over-stimulated and paradoxically indifferent or narcotized

(what McLuhan calls narcosis) to the amount of information they are interacting with every day
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in all aspects of their lives. This excess of updates gives the current information technologies the
power to sell propaganda as information and anticipate the reactions of people resulting in more
manipulation and less contextualization. We are now watching the world as a soccer game, in

which the exceptional occurs every second but after all it is just a game.
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Chapter Three: Mass Media and Conflict

In the following chapter I will discuss Niklas Luhmann’s theory on social systems and their
interrelationship with Mass Media. With the massive-use of digital technologies in all aspects of
life, we can see today that Wiener and McLuhan’s theories presented in the previous chapter do
in fact contribute to the understanding of the globalized world of the 215 Century. As I said, the
spreading of information through digital technologies has allowed for information to be bought
and sold by companies in the global market as advertisement and propaganda. Often this use of
information as a commodity leads to narratives that are picked up by the masses on a global
scale.

Knowledge about the world is increasingly becoming displayed through news that is
created by global movements or political agendas trying to win over trust and agreeability, in
view of their persuasion of the consumer. Digital technology has facilitated the world's
interconnectedness, through the spread of culture and multiple realities. Local and traditional
structures are contingent upon the powerful presence of global networks that can influence
national matters within a state's local territory. We can specifically see this happening in global
politics and political conflict. The effects of an event in its local territory become effectors
(retroacting as causes) which enter a systemic or active relation in other specific phenomena
around the world. The “global consciousness” or the global concern for people all over the world
of certain events have been selected by Mass Media outlets to be the main topic of information,
while many other issues and conflicts have been pushed aside. Although digitalization has
fostered connection and global awareness for human rights and war crimes, it has also allowed

for the media to control narratives of reality, changing social and political structures across the
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globe that can be used to manipulate but also create polarization if used as a commaodity for
media outlets to sell. It would be beneficial moving forward for humans to identify the effects of
digital media on our everyday lives and the social and political systems being changed by the
growing digital global communication networks. A growing awareness and critical attitude
would allow us to understand that these media are important in human affairs and the narratives

we receive about the world around us.

Luhmann’s Social Systems: System/Environment Relationship

According to the Second Wave of Cybernetics (also called Second Order) observing human
beings implies self-observation. In this section we will analyze the system/environment
relationship in the framework of Second Order Cybernetics. Human beings, in relation to
themselves and their environments, observe the world and observe themselves. Niklas Luhmann
in his book: Social Systems (1995), discusses the implications of analyzing society and human
affairs through social systems, as well as the constraints on social systems that are understood
through their self-referential “meaning”. Luhmann claims social systems are created through
communication and informational operations between human beings. Like McLuhan’s idea of
“the medium is the message” discussed in the previous chapter, Luhmann’s theory of social
systems claims that it is the operation of information between individual organic systems that
allows for social systems to exist and reproduce themselves. These systems are constantly
changing and evolving through different communication processes, that create differentiation

between the systems’ function and self-reference.
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Autopoietic systems must constitute their systems as distinguishable unities in the domain
in which they exist. For a system to regenerate itself it must maintain what Luhmann describes as
“self-reference” within their environment. Systems cannot exist without an environment, and
“constitute and maintain themselves by creating a difference from their environment, and they
use their boundaries to regulate this difference” (Luhmann, pg.18). The boundary Luhmann
describes is the dynamic systems use to maintain balance within their system as an entity that is
separate from its environment. This separation allows it to resist and overcome any outside
contingencies that would result in a system’s failure. Luhmann argues that the word “boundary”
does not mark a break in the connection between the system and the environment, because
systems are very much oriented by their environment both structurally and adaptively; and would
not exist without them (Luhmann, pg.17). We are protected from the environment by these
boundaries (ex: the body skin) but at the same time we also absorb, select, and reject the particles
that enter the body through our self-organization as living organisms.

Boundaries are defined by the self-organization of the system to differentiate itself from the
environment. Luhmann states that “one of the most important consequences of the
system/environment paradigm is that one must distinguish between the environment of a system
and the systems in the environment of a systems (Luhmann, pg.18). The dependence between
system and environment must be identified distinctly from those between a system and other
systems. When subsystems are formed within a system/environment relationship, the system
“acquires a function of an internal environment for these subsystems in a specific way” and “the

entire system multiplies itself as a multiplicity of system/environment differences” (Luhmann,

pg.19).
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The difference between the subsystems and an environment creates various perspectives
within the entire system, creating a constant differentiation between the system and its
subsystems. Hierarchization in social systems is a specific case of differentiation that facilitates a
“self-simplification of a system’s possibility of differentiation from the environment” (Luhmann,
pg.20). Because every subsystem organizes itself in a distinct manner in respect to the
environment, one can specifically identify the different layers of a system in relation to an
environment through the differentiation between the systems’ self-organization. The
differentiation between system and environment, and system and other systems can be
understood through the networks of causal connections that are created through the constant
interaction between system and environment that transforms both endlessly. Within self-
referential systems, the circular relationship (in the sense of circular causality) with the
environment allows for the selection and production of specific solutions and actions that are
capable of maintaining their boundaries and surviving the environment's contingencies. There is
what Luhmann calls a double contingency between systems and environment: the environment
alters the system’s identity and as it adapts, it can modify its environment to fit its organizational
means (Luhmann, pg. 33). Systems become more complex as the differentiation between
subsystems and systems regarding the environment increases or changes over time (Luhmann,
pg. 22). What Wiener calls feedback and effectors in machines and brains as discussed in
Chapter One corresponds to what Luhmann calls autopoiesis in social systems.

Luhmann defines social systems as communication networks that can be understood
through their informational media. Communication networks are in opposition with the “psychic
systems” that Luhmann classifies as the individual human being. The individual participates in

the social systems through feedback mechanisms; however, it does not always function in
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correspondence to the systems’ intended aims. Individuals might feel uneasy in responding to the
social requirements presented by social systems and deviate from their intended organization.

A way a psychic system must resist or align to the social challenges is to give it
“meaning” by internalizing the environment. In fact, what Luhmann means by “meaning” does
not correspond to the actual phenomenon within the environment, which is itself pure chaos (or
noise in Wiener’s terms) but, one of many possible ways to make sense of what is happening.
Because systems and sub-systems have different self-organizations, “meaning” is then relative to
their organization. The double contingency between the “meaning” in psychic systems and social
systems can create unresolved tensions between the two, causing instability. An example of this
is manifested in civil unrest and protest of the social order/structures in place, as well as tensions
between actors within systems.

A system’s meaning is self-referential as it provides its own “reactivation by including
itself in its own referential structure as one among many possibilities of further experience and
action” (Luhmann, pg.62). Self-referential systems process their complexities in the form of
meaning that describes the environment. Luhmann argues that “systems bound to meaning can
therefore never experience or act in a manner that is free”” from the meaning given by their own
self-reference (Luhmann, pg. 63). Luhmann calls this absence of freedom operational closure. A
system’s self-reference is constantly conditional on its relationship to the environment and its
boundaries it uses to distinguish itself. The boundaries are conditioned by the system’s self-
organization, allowing for the difference between the environment and the system to be
identified by performance that is recognized in meaning or symbolization (Luhmann 1995, pg.

63). This can lead to misinterpretation and miscommunication between observers, as systems can
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become observed through different meanings, and it is harder to separate the narratives given to

the system because it is the system itself that creates it through self-observation.

Mass Media as an Information System

Modern society has seen information turn into a commodity through the creation of what
Luhmann calls “copying technologies” and digitalization (Luhmann, pg. 2). As we have become
more reliant on these technologies to disseminate communication, Mass Media has become the
source of how and what we “know” about our society and the world around us. In Niklas
Luhmann’s book: The Reality of Mass Media (2000), he discusses Mass Media as a self-
referential system whose aim is to reproduce itself. The various Mass Media are autopoietic
systems that protect their own structures and operations from the environment (depending on
what information it produces). The reality that is presented to us by Mass Media is “what appears
to them, or through them to others, to be reality” (Luhmann, pg. 4) Luhmann claims that what is
observed through Mass Media is a doubling of reality: the reality that is “self-referential” to the
media and one that is “other referential”: “it does indeed communicate -about something”
(Luhmann, pg,4). The “other referential” reality is the reality that is presented through a specific
narrative. Luhmann describes “books, magazines, and newspapers manufactured by the printing
press, but also all kinds of photographic or electronic copying procedures if they generate large
quantities of products” (to which today we must add digital media) to be the main forms of Mass
Media which we retain our information from (Luhmann, pg.2). Mass Media distributes their
information (product) in such a manner that the interaction between the sender and recipient is
never a direct contact. Since there is no direct contact between the sender and recipient, it
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ensures high levels of freedom of communication that can only be regulated within the system of
Mass Media and its own construction of reality (Luhmann, pg.3). Mass Media’s perception of
reality in its distinction between the world as it is and the world as it is observed becomes harder
to distinguish: the narrative that is created through observation always attaches itself to the truth
being presented.

Today we are consuming information through global communication networks, specifically
mass news broadcasting platforms that are being produced at a rapid constant pace in real time.
Luhmann highlights that “when information is offered in the mode of news and reporting, people
assume and believe that it is relevant, that is true” (Luhmann, pg. 26). Mass Media in terms of
reporting presents a reality of the world that it selects on a regulated basis that must be appealing
and acceptable to the consumer. The mode of reporting is a meaningful example of Luman’s
medium replacing the message. There are selected truths for the agenda of Mass Media as
systems that must regenerate themselves through the consumption of information as a
commodity. The observer is treated as a consumer that must want to engage and receive the
information being presented, which causes Mass Media to act within the context of a market
economy. The information that will attract the strongest reaction among consumers is the
information that will be presented to maintain their attention on themselves. The more
improbable an information is the more impact it has or, as Wiener also states: “the more probable
the message, the less information it gives” (Wiener pg.8) which resonates in Luhmann’s claim
that the media “transform what is improbable into what is probable” (Luhmann, pg.161). The
feedback from observers is used by the Mass Media to check whether the chosen information is

more impactful and more easily induces the consumers’ beliefs and behaviors.
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The various narratives presented by Mass Media allow for the democratization of the
spreading of information and the expression of opinions that are received at a global level. These
opinions are transmitted as commentaries or criticism to events, creating a circular-relationship
between the media and the observers, who can present their “side” or “narrative” about the
information which then re-enters Mass Media as feedback to the information they are presenting.
We are seeing this specifically in the political realm when discussing conflict and social tensions.
Luhmann claims that conflicts are preferred because they produce a “self-induced” uncertainty
about winners and losers that generates tension from the need to guess what will happen next;
and constantly seeking new information on who will be the side that triumphs. (Luhmann, pg.28)
We are seeing this today with the projection of only certain events or conflicts while leaving
many serious ones out because they do not attract viewers and do not produce Mass Media
enough profit or engagement for it to regenerate itself. The Mass Media are “manipulating” the
public through information bias by pursuing an interest that is not being communicated: “to
achieve commercial success, to promote ideological options, to support political tendencies, and
to maintain the social status quo” (Luhmann, pg.39).

Over this past year (2024) we have seen the development of various destructive events
around the world including wars, climate disasters, and civil unrest. As discussed throughout
Chapter Two and Chapter Three, the expanded communication networks at a global level and the
constant spread of information have made it harder to track and contextualize every event
presented by Mass Media. While there are many conflicts occurring around the world with
thousands of deaths, displacement, and human right violations, a conflict that has been selected
by Mass Media as a main event, is the war between Israel and Hamas that began on October 7th,

2023. Although this war has been of recent development, the conflict between Israel and
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Palestine since the creation of Israel as a state (in 1948) has been an important discussion in

human rights and international law.
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Chapter 4: Applying Systems Theory to the Israel and
Hamas War

The final chapter of this thesis will be used to examine how systems theory and the concept
of information within cybernetics can broaden our perspective of political and social conflict
within the Israel and Hamas War, as well as try to understand its developments through a
circular causal relationship among actors rather than a linear one as the media often portrays. It
will also highlight grass-root and local events of the war that are often undermined by the
narrative presented by Mass Media- which show that negative feedback is possible and wanted
by both Palestinian and Israeli citizens. While there are many layers to the understanding of the
present war, many circumstances within both the Israeli and Palestinian political and social
systems have constantly been contingent upon each other, such the illegal occupation of the
Palestinian Territories, Israel’s violent military actions in the West Bank, the violence between
Jewish Settlers and Palestinians, the terrorist attacks over the years by the PLO and Hamas on
Israeli Civilians, and the rise of Israel’s far-right Government under Benjamin (Bibi) Netanyahu.
What | have listed are some commonly known areas of conflict that are created through complex
political and social systems that are oftentimes flattened by the actors and the media as a linear
cause-effect structure. The conflict has been broadcasted and often explained by media outlets as
favoring one side against the other rather than trying to find a solution that does not undermine
both peoples’ grievances. Both governing bodies (Hamas and Likud) also continuously
undermine the other’s right to exist and use force to exert their power/legitimacy, which creates
positive feedback loops between actors and leads to more instability and violence. But there are

several geopolitical systems and actors that play a major role within the war, which are given
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less importance although polarization and the alleged two actors are portrayed to exist by the
media.

The first part of the chapter will analyze A) the different systems and actors within the
conflict through their interdependent relationship; B) the positive feedback and negative
feedback that are present within the systems. The second part of the chapter will discuss the role
of Mass Media in the conflict, and | will specifically discuss how both Hamas and the Israeli
Government use information to manipulate and maintain control of the narrative.

| maintain that there are victims and perpetrators on both sides and once we can view events
in light of a systemic relationship among actors whose actions are contingent upon each other, it
might be possible to overcome the polarization and change the way participants and observers
understand the conflict and are enabled to consider their actions as having an impact on the

broader system that includes them all in mutual interconnection and dependence.

Part One: Actors and Systems

On October 7th, 2023, Hamas (the governing body of the Gaza Strip) orchestrated a mass
terrorist attack involving civilians of The Kibbutz Communities in the South of Israel as well as
the Nova Music Festival. Hamas murdered and injured over 1,400 civilians and took 254 people
hostages (Margolin, pg. 1). In this attack Hamas members raped and committed various war
crimes on Israeli civilians and destroyed entire communities (Humans Rights Watch, 2023). The
next day, Israel in its right to self-defense, declared war on Hamas launching mass
bombardments in Gaza and later on-ground operations. These operations have led to the mass
destruction of Gaza as well as displacement of thousands of civilians into refugee camps within
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their own territory. A year later with the war continuing, there have been an estimated 45,000
Palestinians killed, and 100 hostages still left in Gaza- as well as mass displacement, starvation,
and complete destruction of infrastructure in Gaza (OCHA). The actions of the Israeli
government and the failure to bring the hostages home has led to complete division within Israeli
society against Bibi Netanyahu’s government. These opposition movements consist of various
grass-root groups (ex: Standing Together, Breaking the Silence, We Are All Hostages, Bring
Them Home Now, UnXeptable) who demand accountability from the Israeli government for its
failure as a State, a ceasefire with a hostage deal, and an end to the government’s actions in
Gaza. On the other side and on behalf of the citizens in Gaza, there are few reports of opposition
to Hamas because of censorship and fear (usually Hamas Kills or tortures its opposition) (The
Times of Israel, 2024). The opposition to Hamas tends to come from Palestinians living abroad
who are able to have a platform (ex: Ahmed Fouad Alkhatib and Sari Nusseibeh) and they also
hope for an end to the Israeli Occupation, the use of non-violent resolution as a mode of peace
and are opposed to Hamas’ policies.

Given this simplified overview of the war, there has been no legitimate deal from either
Hamas or the Israeli government that would bring the hostages home and an end to the war. In
fact, over the past year nothing ever seems to change in the narrative presented by the media but
also on the ground- the narrative does not change because each of the parties acts and uses
information following a linear causality criterion.

However, to better understand these events in their complexity, it is necessary to
understand the various actors and systems that are partaking in the conflict and the
negative/positive feedback that can be identified within each of the systems. | am going to

specifically look at the main systems within Palestinian and Israeli society/politics as well as
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their subsystems. | think that to understand the local systems (Palestine and Israel) it is also
important to acknowledge the other layers of systems that make up the conflict which I describe
in this order:
e Hamas and Israel (main systems and their subsystems- described later)
e Jordan, Egypt, Lebanon, Syria (neighboring border states with history of war with Israel
and presence of Palestinian refugees- as well as PLO)
e Iran, Turkey, Gulf Countries (major stakeholders in the region- economic and political
power gains)
e E.U, U.S, China, Russia (main international global actors)
e Observers (international community and Mass Media)
For the purpose of this paper, | will mostly analyze the Local Systems of Israel and
Palestine as well as selected sub-systems while mostly focusing on the observers in the second
part of the chapter on Mass Media and the conflict to show the effects of polarization and linear

causality on the conflict.

Hamas and Israel as Closed Systems

As mentioned above the main two governing bodies within Gaza and Israel are currently
Hamas and the Likud Party in coalition with the Religious Zionist Party (RZP). Both parties are
extremist actors who continuously act through operational closure supported by linear cause and
effect narratives, without anticipating nor seeming to care about their consequences. They both
act individually rather than considering how their behavior will affect the other systems and

subsystems that are part of their social/political systems- as well as negating the reality that both
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systems are dependent on the other to exist and maintain stability. Without a circular causal
relationship that allows for a processing of information between Israel and Hamas - that
facilitates negative feedback (or peace processes) there will be a continuation of chaos and
personal suffering. Once actors acknowledge that both must exist for their stability rather than
eliminating each other, there will be the possibility for a meaningful process of information.

Evidence of that lack of rationality is that although Hamas did anticipate that Israel would
retaliate in such a manner (because of past actions of mass bombardment), they have constantly
rejected every deal that would put an end to the war. The mass-destruction of Gaza and civilians
can be also the effect of the way Hamas uses linear-causality as a self-referencing social and
political system which derives its ideals and aims from Islamic Jihad for the purpose of
eliminating the state of Israel (as stated in their founding Manifesto (1988) and publicly by
leaders of the organization)- “Israel will exist and will continue to exist until Islam will obliterate
it, just as it obliterated others before it” and “Jihad and martyrdom are the only way to liberate
Palestine "from the river to the sea” (MEMRI, 2023).

In fact, leaders of Hamas (ex: Sinwar) are seen on footage hiding underground in tunnels
hours before the attack on October 7th and later in the refugee camps with civilians and hostages
(IDF Footage, 2024) (The Soufan Center, 2024). Sinwar ’s hideout was found with UN food
supply and living in safety from the Israeli military operations while the citizens of Gaza he is
meant to protect are left to face the war alone. Hamas constantly uses civilian spaces such as
homes, schools, and hospitals as the basis for their operations, undermining the impact this could
have on Palestinian civilians. They have also looted humanitarian aid trucks and shot civilians
who were trying to access the food and murdering the opposition. The Palestinian cause for self-

determination is being used and manipulated by Hamas to satisfy their own political ideology
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and regenerate their system. The group does this through the massive funding and support from
the international community which goes directly to Hamas and not to the people; paradoxically
only producing more instability and self-destruction. As stated by leader of Hamas Khaled
Mashal, the organization used “the rule of Gaza to build up resistance with all its means - the
weapons, the weapons of production (the arms industry), the training, and the tunnels” (Mashal,
2023). Hamas’ agency in the self-destruction of the Palestinian people most importantly
undermines the Palestinian civilians and their right to freedom by legitimizing terrorism and by
hiding under the people of Gaza.

Similarly, you have the Israeli prime minister Netanyahu, in coalition with the most far-
right extremist religious party (RZP), who before the war has continuously passed laws and
promoted agendas that undermine Israeli Democracy as well as the rights of Arab citizens of
Israel and the Palestinians in the West Bank (Middle East Institute, 2023) (The Israel Democracy
Institute, 2023). The actions of the Israeli government have been communicated through linear
causality without taking into the consideration the consequences of their actions on the self-
destruction of the State and the violent treatment of the Palestinian people. The loss of legitimacy
from the international community and the failure to bring the hostages home through the war has
caused instability within Israeli social and political systems - and though it has given subsystems
within Israel (grass-root groups) a platform to criticize the government, they are silenced by both
the Israeli government and the media.

Furthermore, there is a lack of feedback between the Israeli government and its citizens
which are constantly protesting and pleading with Netanyahu to end the war in Gaza and sign a

deal (71% of the population) (The Jerusalem Post, 2024). Netanyahu continues to be a
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problematic actor who only acts in self-interest and is stuck in linear causality by not acting on

behalf of the democratic system in fear he will lose his power if the war ends.

Ripple Effect of The Conflict

The actions of the Israeli government and Hamas have had a ripple effect (where the effect
turns into the effector) throughout various other systems and environments. For example, the
effects of the attack of October 7th on the West Bank and the reaction of other actors from sub-
systems (ex: Settlers in the Palestinian Territories) was the increase in violence perpetuated by
Settlers on Palestinians, as well as the attempt of blockade of humanitarian aid by Settlers from
border crossings (The Times of Israel Report, 2024) (B’ Tselem Settler Violence Reports, 2024).
These actions were also facilitated by the current Israeli government as the RZP’s political
agenda is in favor of annexation and ethnic cleansing of the Palestinian people in both Gaza and
the West Bank. It is important to understand how both systems interplay with each other and that
the interdependency of both systems creates a constant loop of violence.

The other actors (Jordan, Egypt, and Syria), (Iran, Turkey, and the Gulf Countries), and
(E.U, U.S, Russia, and China) all have economic or political aims for the self-reference of their
own systems and on a geo-political level. A deeper analysis of these actors in terms of systems
theory merits a PhD dissertation and is beyond the scope of this thesis, however it is still
important to know that these actors are important players in the conflict and that the war is much
more complex than a two-actor conflict but is in fact a multi-systems war that in interconnected

on both a local and global level.
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Positive and Negative Feedback

Before I begin with my analysis on some

), /Y Nego’matlons\ "

important negative and positive feedback that

/ Gy \l
Loss Of L'fe are present in the current war, 1 would like to
ITe, ,
Resources broken Poise, bring attention to a model proposed by author

Extremist Actions, etc.

David Peter Stroh that he uses to discuss the

0 conflict through systems theory (Stroh, 2002).
Tension/Violence Effectiveness of As you can see on the left-hand side, this is
b Peace Process what he calls “The Cycle of Violence” in
Threats to nght which both sides participate in a continuous
of leraelis] o

Palestintans to Exist four stage cycle (Stroh, 2002). The model

shows that the solutions used by both the
Israeli and Palestinian governments are perpetuating the problem in a continuous circular manner
rather than solving it, bringing them back to the first step of having to fight for their right to
exist.

Through the failure of diplomacy and negotiation it brings both actors to be dependent on
violence and retaliation to fight for their right to exist, causing both sides to perceive themselves
as victims:

“Palestinians claim they are victims of Israeli aggression; Israelis feel besieged by the
entire Arab world. “Each side emphasizes how the other’s actions hurt it while
ignoring how its own actions hurt the other party. Because the self-perception of

powerlessness is so deeply ingrained in the psyches of both peoples, it is very

difficult for them to perceive that they have now become aggressors as well as
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victims. Each fails to see their own responsibility for increasing the levels of threat
they experience—and fails to consider actions they might take to reduce these

threats” (Stroh, 2002).

Currently, we are seeing these exact dynamics going in the war as both parties perpetuate

violence (in linear causality) without understanding how effectors and systemic events will

influence the future while focusing on retaliation rather than implementing negative feedback

mechanisms to reduce threats and holding themselves accountable for their actions.

Examples of Positive Feedback Loops

Israel’s government (led by Minister of National Security Ben Gvir) allowed the
“Preparing to Settle Gaza Conference” near the border of Gaza, celebrating the idea of
resettlement in Gaza after the war: this angers the Palestinians, the international
community, and the majority of the Israeli public- creating more polarization and
division. It also delegitimizes Israel’s right to self-defense as it is promoting the ethnic
cleansing of Palestinian land by a religious extremist movement (Times of Israel, 2024).
The actions of the Israeli government in the West Bank and the expansion of settlements
on occupied land over the years has caused the dehumanization of Palestinians and the
continuation of a system of oppression that is illegal under international law (B'Tselem).
The actions of Hamas in breaking ceasefires by launching rockets and missiles when
there is a ceasefire in place thus prolonging the cycle of distrust in negotiations and

endless retaliation violent tit for tat (Israel Policy Forum).
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Examples of Negative Feedback Loops

Rabbi Zvi Kogan was recently murdered in Dubai and Dr. Ali Al Nuaimi, an Emirati
leading parliamentary and member of the UAE Federal National Council flew to Israel
and visited the Rabbi’s shiva ceremony, offering his condolences and his commitment to
peace and coexistence. This act shows that there is solidarity against extremist actors and
can create accountability for violence and be able to move toward the reduction of threats
between and within systems (Times of Israel, 2024).

Protests from the majority of Israeli citizens, taking the streets almost every single day
and in front of the Knesset, demanding a ceasefire and a release of the hostages through a
diplomatic deal. Hundreds of thousands of people marching against the government
shows that the people of Israel are against the war and that it is the government who is
acting within positive feedback mechanisms rather than listening to its citizens (Haaretz,
2024).

Standing Together: a grassroots organization formed by both Israeli Jews and Arab
Palestinians together that work towards ending the occupation and building coexistence
between both communities. During the war they stopped settlers from destroying aid for
the people in Gaza and also spread awareness of the mass destruction and starvation that
is occurring in Gaza, which is constantly hidden from the Israeli public by the
government (ex: putting up posters and signs of the children and the mass destruction in

Gaza, also using social media as a means to spread their information so it is not censored
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by government propaganda) They also hold conferences all around the world to spread
their idea of peace, coexistence, and an end to the occupation (Standing Together).

e Breaking the Silence: This grassroots organization works towards bringing to light the
lies and human right violations committed by the Israeli government and the Israeli
Defense Forces (IDF) in the West Bank. They give a platform to former Israeli soldiers
and government figures to speak out against the government and their actions. They are
taking accountability for the actions of the government and acknowledging the human
right violations of the Palestinians in the Occupied Territories rather than undermining it
(Breaking the Silence).

e UnXeptable: A grassroots movement which aims to save Israeli Democracy and openly
speaks out against Netanyahu and the self-destruction he is bringing upon Israel. The
group just came out with a new documentary called “The Bibi Files” that unmasks all the
crimes perpetrated by Netanyahu's government, including his corruption and “the price
Israel is paying for it” (UnXeptable).

e Hostage families and October 7™ survivors traveling and advocating all over the world to
speak about the hostages who have been left behind: speaking to the United States

Government and urging officials to end the war (Bring Them Home Now).

Although, as listed above, there are many examples of negative feedback mechanisms
being developed within various subsystems of the conflict, their messages have constantly been
overlooked and ignored. The “Cycle of Violence” is hard to break when there is a lack of
feedback loops between the central apparatus of the system (the government) and its citizens on

both sides. As well as a lack of communication between Hamas and Israel through peaceful
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means rather than just violent retaliation. Retaliation through violence sends the message that
one side prefers the destruction of the other rather than finding a true and just resolution through
diplomatic communication.

Hamas is willing to sacrifice its own people for its cause (own system) by endorsing Jihad
and leaving citizens helpless rather than working towards finding a solution that ends the war
and the suffering in Gaza. Netanyahu continues to ignore the negative feedback loops and the
requests of his citizens to end the war and bring back the hostages to the point where he has led

Israel's system of Democracy into chaos and self-destruction.

Part Two: The Information War

In the first part of this chapter, we saw the different systems and actors that play a major
part in this war and some examples of positive and negative feedback loops currently in motion
between systems and actors. The following section of the chapter will analyze how Mass Media
plays a major role in using the conflict for its own regeneration through both economic, political,
and social gains and the emotional acceptability of its viewers, as discussed by McLuhan and
Luhmann in the previous chapters. Mass Media has used the war to its advantage in spreading
polarizing narratives and manipulating the public to choose a side, rather than working towards a
peaceful resolution and an end to the war. I will also use the conceptual framework of
information in cybernetics to highlight why these negative feedback loops fail to make a change
within the systems, by focusing on two examples: (1) Hamas’ implementation of an information
war that aims to delegitimize Israel on an international level, while inflicting catastrophe and
mass destruction on its own people, and (2) the refusal of Bibi Netanyahu to make concessions
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and reach a stable compromise that would bring the hostages home and an end to the mass-
destruction of the Palestinians.

Throughout the war we have seen both sides of the conflict being portrayed by Mass
Media (especially major news networks and social media) which have reached viewers on a
global level in terms of self-referentiality and operational closure. While there are obviously
other, even more devastating, crises around the world affecting much larger populations (Sudan,
Syria, Yemen), the focus of the media has constantly been on the war between Israel and Hamas.
This is not an argument to ignore this war, but it does demonstrate that Mass Media selects its
content as discussed in Chapter 3 based on what will fuel its capital and on the emotional
acceptability of viewers. The fact we only see Pro-Palestine protests and not protests for Sudan,
Yemen, or even women in Afghanistan where people face harsh human rights violations on a
daily basis proves that the Mass Media’s selection of what we should care about as global
viewers is working. To be clear, | am not saying people should not protest the Israeli Occupation
or the war, but the fact we only see the majority of people online choosing a side as well as Pro-
Palestine protests outside of the conflict’s local territory broadcasted on a global level shows the
impact of Mass Media on our social systems and human affairs. The Israel Hamas War
corroborates Luhmann’s theory on the ability of Mass Media to select and create specific
narratives in order to sell information as a commodity in its self-interest of reproducing its
system. Once the war is sold as a commodity, the observers, rather than contextualizing what is
happening, are automatically forced to pick a side and behave as an audience that constantly
consumes content based on the ideological and political narratives that is presented to them by

algorithms, that is the medium replacing message.
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Hamas’ Spectacle

Even from the very beginning of the war on October 7th, Hamas took videos of themselves
as they attacked and murdered civilians (Politico, 2023). Hamas proudly videotaped themselves
doing horrific crimes and posting them on social media for everyone to see. In a similar manner
IDF soldiers adopted videoing themselves inside Gaza in a disrespectful way- even celebrating
the blowing up of buildings and posting them on social media (El Pais, 2023). These events
emphasize the fundamental role of Mass Media and digital technology in conflict today, and how
it facilitates both sides in applauding the suffering of the other, fostering more polarization. Mass
Media has altered the way we understand conflict and interact within our social systems, by
allowing people to create and spread this type of content. This footage is essential in knowing
first-hand what is happening on behalf of the actors, but it also perpetuates the idea that from the
start this war is a spectacle created for an audience to watch. The videos of bombardment and of
the mass destruction of Gaza, as well as the rising death-toll has rightly outraged the
international community, however the suffering of the Palestinian people has also been used as
Pro-Hamas propaganda to spread hate against Jews, an action that in fact harms and undermines
the Palestinian cause for liberation.

On an international level the accessibility of information about the conflict disseminated by
Mass Media has affected areas all over the world and has transcended the local systems’ territory
in the Middle East. A few examples of this are the mass “Pro-Palestine” protests across the world
in the West and acts of students (and even some faculty) on U.S Campuses who glorify Hamas
attacks (Middle East Forum, 2023). The threat posed by Mass Media targets mostly younger

generations who consume content from social media and unreliable sources, rather than from
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experts on conflict or personal accounts. The narrative created by Mass Media that (a) one must
choose either Israel or Palestine as a side to root for, and that (b) it is either Hamas or Israel who
are the perpetrator of the violence, undermines both sides' suffering and fails to hold either one
accountable. In fact, after October 7th many Pro-Palestinian activists denied that Hamas used
rape as a weapon of war, when a UN Special Report, first hand witnesses, as well as Hamas’
own documentation confirmed it was true (astonishingly, Francesca Albanese, The United
Nations Special Rapporteur on the Occupied Palestinian Territories, who works for the United
Nations, is an active part of this “denial” movement: constantly negating the rape accusations
and diminishing October 71") (Human Rights Watch, 2024). Hamas has used Mass Media to its
advantage to delegitimize Israel on an international level, creating polarization within global
social systems (McLuhan’s Global Village). The fact there are people protesting in the name of a
cause they do not know enough about and at the same time are not always speaking out against
Hamas in their protests, shows that the group’s propaganda has transcended Hamas’ local system

to a broader anti-lIsrael global consciousness (Middle East Forum, 2023).

Benjamin Netanyahu’s Spectacle

For many years Netanyahu has been using information to achieve control and to maintain
stability, the stability of his own regime and unaccountability, in an undemocratic way. One
could even argue that his obsession with control over the narrative is what has brought him to the
slew of criminal cases he is about to testify in soon (Haaretz, 2024) (Brookings, 2023). From a
systems theory perspective the manipulation of information by Netanyahu severs any feedback

between the government and the citizens. 71% of the population want an end to the war while
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Netanyahu ignores them and keeps acting solely for his own political gain (The Jerusalem Post,
2024). This interruption between communication systems and psychic systems makes it more
difficult to reach a resolution to the war.

Bibi has withheld information from the Israeli public by not allowing the transmission of
the destruction and living conditions of Gaza on Israeli news channels. He has not met the
hostage families once since the start of the war or spoken publicly to the Israeli citizens on Israeli
news channels. The only exception are his “interviews” with his personal propaganda channel
“Arutz 14” which functions as Likud propaganda, spewing hatred, and misinformation daily.
Netanyahu is constantly blocking any type of feedback possible between the citizens and himself
(his “news conferences” are videotaped and edited, without any questions from any audience),
while also allowing for the Parliament to mistreat Hostage families when they come to speak in
the Knesset (The Times of Israel, 2023). No one in the government is listening to the citizens and
their demands. Bibi has led Israel to self-destruction through his usage of (mis)information both
on a local and global level, continuing to act in a linear cause and effect.

In opposition to Netanyahu former Defense Minister Moshe Ya'alon, who is also a right-
wing Likud member, has spoken out against the Israeli government and defined what the IDF
was doing in Gaza as “ethnic cleansing,” something that no right-wing government official has
had the courage to say (Moshe Ya’alon Interview, 2024). He further stated that Netanyahu is
leading Israel into a path of destruction with the agenda of resettlement in Northern Gaza-
although the military may think they are transferring people for operational purposes, the true
aims of the leading politicians (ex: Ben Gvir and Smotrich) are to build Jewish settlements into
Gaza as they have publicly stated repeatedly. This information and messages declaring the real

aims of the government is what Netanyahu is trying to confuse the Israeli public with needed
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security measures when the only thing most of the public wants is a deal that ends the war and
brings back the hostages. We can specifically see the use of information to manipulate and
control public opinion when Netanyahu leaked fake Hamas military documents that were
published by “Bild” a bestselling German newspaper, to try and turn public opinion against a
cease-fire deal and be in favor of continuing the military operations in Gaza (Times of Israel,
2024).

By using information as a means of control and manipulation, both Hamas and
Netanyahu are fueling polarization in local and global systems. The information both parties use
is based on linear causality for their own political gains; their use of control has led their systems
to chaos and the suffering of their own people. The observers in the international community are
fixed on the global narratives presented by the media and overlook the circular causal
relationships between Hamas, Israel, and other important actors. As presented in this chapter,
overlooking the local systems and the interdependency between them simplifies the conflict and
continues the cycle of positive feedback. Participants should begin to understand that their
actions have consequences that transcend systems and territorial borders, which will come back
to affect them in a continuous cycle. The shift from understanding the conflict through circular
causality as presented by cybernetics and systems theory of information has the potential of
giving the theoretical framework to depolarize and emphasize the importance for mechanisms
that allow for negative feedback and stability between systems, keeping in mind their

interdependency.
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Conclusion

By recognizing the circular, interdependent relationships between the various actors, as
well as the role of information in either perpetuating or resolving conflict, this thesis presents a
fresh approach to conflict resolution, grounded in cybernetic and systems theory, which offers a
more constructive and sustainable path forward. The challenge lies not only in addressing the
immediate grievances of both sides but also in rethinking the systems of power and information
that shape this conflict, both locally and internationally. Only by acknowledging the complexity
of these interconnected systems can we hope to move toward a resolution where both the Israeli
government and Hamas understand that their actions contribute to a cycle of self-destruction. I
hope to have demonstrated the possibility of coexistence and underscored the urgent need for
change. It is crucial for observers to engage with local narratives, rather than those constructed
and propagated by the mass media. The individuals directly affected by the conflict deserve to be
at the center of the narrative, not merely instrumentalized to reinforce the power of dominant

central structures.

Through systems theory, we can hold both Hamas and Benjamin Netanyahu accountable
for their actions, rather than focusing on one at the expense of the other. The cybernetic
methodology allows for a multi-layered analysis of the dynamics within the different systems of
the conflict, giving sub-systems an important platform—especially when those in power
continuously attempt to silence them for their own ideological gain. Once humankind recognizes
the interconnectedness of ourselves with other human beings and the environment, we will begin
to give more importance to our actions and their consequences, not only for ourselves but for the

greater whole.
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Shifting away from modern scientific ontology and anthropocentrism, which are the
foundations for much of our economic, political, and social structures, will be challenging.
However, it is possible to think systemically and promote a future where the coexistence of two

peoples is essential for the survival of both systems.

| wait for the day where the cycle of violence between Israelis and Palestinians ends, and
the focus will be on the mutual self-preservation of the other, for the survival of each other. The
people are tired of self-destruction. Listen to the people. Their government is not listening... but

you can.
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